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7.  Role Designation—Do not forget current elevated roles (Current designations will be removed if not included on this request).
PPC Users (Restricted to PPC Personnel Only)
7.  Role Designation—Do not forget current elevated roles (Current designations will be removed if not included on this request).PPC Users (Restricted to PPC Personnel Only)
SPO/P&A
SPO/P&A
PSC
PSC
ADMINSTRATION
ADMINSTRATION
Automatic Revocation: iPERMS roles are automatically terminated upon PCS, separation, retirement, reassignment of duties (FleetUps), and change of organization (interoffice transfer). Users will retain Self-Service access only.
Manual Revocation: Supervisors may submit an email citing the reason and which elevated roles to revoke to PSC Customer Care at: 
HQS-SMB-CGPSC-MR-CustomerService@uscg.mil.
Form Submission:   Please be sure to submit elevated roles request in a timely manner. Also recognize that if a user submits a new access form and it is processed by PSC before the SPO submits the PCS departing endorsement, the system will automatically terminate the new access once they are departed.
Digital Signatures:   Once a digital signature is applied the form is locked from editing. Only the signee can remove their own signature by right clicking and selecting “Clear Signature”. If the signee is unavailable to remove a signature you can start over by downloading a new form here:https://cg.portal.uscg.mil/sites/externaldata/Forms/CG_7421H.pdf .
Automatic Revocation: iPERMS roles are automatically terminated upon PCS, separation, retirement, reassignment of duties (FleetUps), and change of organization (interoffice transfer). Users will retain Self-Service access only.Manual Revocation: Supervisors may submit an email citing the reason and which elevated roles to revoke to PSC Customer Care at: HQS-SMB-CGPSC-MR-CustomerService@uscg.mil.Form Submission:   Please be sure to submit elevated roles request in a timely manner. Also recognize that if a user submits a new access form and it is processed by PSC before the SPO submits the PCS departing endorsement, the system will automatically terminate the new access once they are departed.Digital Signatures:   Once a digital signature is applied the form is locked from editing. Only the signee can remove their own signature by right clicking and selecting “Clear Signature”. If the signee is unavailable to remove a signature you can start over by downloading a new form here:https://cg.portal.uscg.mil/sites/externaldata/Forms/CG_7421H.pdf .
User Acknowledgement: I understand that I am authorized to access the Direct Access system and that accessing it for purposes beyond the scope of authorization is a violation of Federal Law (18 U.S.C 1030 et al).Note: Refer to the Automated Information Systems (AIS) User Acknowledgement Form (CG-5500A), which is required for all U.S. Coast Guard AIS users. It contains the full scope of Authorization and Acknowledgement. 
User Acknowledgement: I understand that I am authorized to access the Direct Access system and that accessing it for purposes beyond the scope of authorization is a violation of Federal Law (18 U.S.C 1030 et al).Note: Refer to the Automated Information Systems (AIS) User Acknowledgement Form (CG-5500A), which is required for all U.S. Coast Guard AIS users. It contains the full scope of Authorization and Acknowledgement. 
Email form to AO: (Email to Unit AO)
Email form to AO: (Email to Unit AO)
Authorizing Official Acknowledgment: I certify that the access I have authorized is based on an official need. I am aware of the general functionality I have authorized and I am aware of what this will allow this member/employee to complete.
***Only the CO/OIC and XO/XPO of any unit or Division/Branch Chiefs (including sub units) at the following units may sign: 
HQs/DCMS/CGPSC/PPC/FORCECOM/AREA (“By Direction” is not authorized)***Note: For Contractor Users, the Contracting Officer’s Technical Representative (COTR) signs as AO. 
Authorizing Official Acknowledgment: I certify that the access I have authorized is based on an official need. I am aware of the general functionality I have authorized and I am aware of what this will allow this member/employee to complete.***Only the CO/OIC and XO/XPO of any unit or Division/Branch Chiefs (including sub units) at the following units may sign: HQs/DCMS/CGPSC/PPC/FORCECOM/AREA (“By Direction” is not authorized)***Note: For Contractor Users, the Contracting Officer’s Technical Representative (COTR) signs as AO. 
Email form to PSC: HQS-SMB-CGPSC-MR-CustomerService@uscg.mil
Email form to PSC: HQS-SMB-CGPSC-MR-CustomerService@uscg.mil
14.  iPERMS User Role AO
14.  iPERMS User Role AO
iPERMS User Role AO Matix
iPERMS User Role AO Matrix
ROLE
ROLE
APPROVED BY (BLOCK 9-13)
APPROVED BY (BLOCK 9-13)
APPROVED BY (BLOCK 14)
APPROVED BY (BLOCK 14)
EXECUTED BY
EXECUTED BY
Scan Operator/Field Operator
Scan Operator/Field Operator
CO/OIC; XOI/XPO; BRANCH CHIEFS
CO/OIC; XOI/XPO; BRANCH CHIEFS
N/A
N/A
DM/DA
DM/DA
Index and Validation
Index and Validation
CO/OIC; XOI/XPO; BRANCH CHIEFS
CO/OIC; XOI/XPO; BRANCH CHIEFS
DM/DA
DM/DA
DM/DA
DM/DA
Problem Solver
Problem Solver
CO/OIC; XOI/XPO; BRANCH CHIEFS
CO/OIC; XOI/XPO; BRANCH CHIEFS
DM/DA
DM/DA
DM/DA
DM/DA
Verification Operator
Verification Operator
CO/OIC; XOI/XPO; BRANCH CHIEFS
CO/OIC; XOI/XPO; BRANCH CHIEFS
DM/DA
DM/DA
DM/DA
DM/DA
Quality Control
Quality Control
CO/OIC; XOI/XPO; BRANCH CHIEFS
CO/OIC; XOI/XPO; BRANCH CHIEFS
DM/DA
DM/DA
DM/DA
DM/DA
Record Manager
Record Manager
CO/OIC; XOI/XPO; BRANCH CHIEFS
CO/OIC; XOI/XPO; BRANCH CHIEFS
N/A
N/A
DM/DA
DM/DA
Domain Admin
Domain Admin
CO/OIC; XOI/XPO; BRANCH CHIEFS
CO/OIC; XOI/XPO; BRANCH CHIEFS
SA
SA
SA
SA
Domain Manager
Domain Manager
CO/OIC; XOI/XPO; BRANCH CHIEFS
CO/OIC; XOI/XPO; BRANCH CHIEFS
SA
SA
SA
SA
System Admin
System Admin
CO/OIC; XOI/XPO; BRANCH CHIEFS
CO/OIC; XOI/XPO; BRANCH CHIEFS
SA
SA
N/A
N/A
iPERMS User Role AO Matrix
Privacy Act Statement
Authority: 44 U.S.C. 3101; EO 9397 (SSN), as amended by EO 13487; and 44 U.S.C. 3534. 
Purpose: To collect user information from USCG employees and contractors in order to request and gain approval for permission access to iPERMS, in a specific user role. iPERMS is the new record management system of the Coast Guard, which will serve as the repository of USCG personnel records. 
Routine Uses: USCG will use this information in order to grant specific iPERMS user role access to USCG employees and contractors. Any external disclosures of information within this record will be made in accordance with DHS/ALL-004, General Information Technology Access Account Records, 77 Federal Register 70792, November 27, 2012. 
Disclosure: Furnishing this information is voluntary. However, failure to provide required information may preclude user role access to the iPERMS system.
Privacy Act StatementAuthority: 44 U.S.C. 3101; EO 9397 (SSN), as amended by EO 13487; and 44 U.S.C. 3534. Purpose: To collect user information from USCG employees and contractors in order to request and gain approval for permission access to iPERMS, in a specific user role. iPERMS is the new record management system of the Coast Guard, which will serve as the repository of USCG personnel records. Routine Uses: USCG will use this information in order to grant specific iPERMS user role access to USCG employees and contractors. Any external disclosures of information within this record will be made in accordance with DHS/ALL-004, General Information Technology Access Account Records, 77 Federal Register 70792, November 27, 2012. Disclosure: Furnishing this information is voluntary. However, failure to provide required information may preclude user role access to the iPERMS system.
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iPERMS User Role Request
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