1 March 2021

Self Service for the CG Civilian Employee
Overview
Introduction

This guide provides Coast Guard Civilian Employees with the procedures
to log into Direct Access for the first time, change their password or use
the Forgot Password feature, and to update their email, phone numbers,
and emergency contacts in Direct Access (DA).

Important
Information

While CG Military Personnel use Direct Access for just about all
administrative, personnel, and payroll entries; DA is NOT the database of
official record for CG Civilian Personnel. CG Civilian Employees need to
work with their Human Resources Representative to ensure their official
employee record is updated through MyEPP, FedHR, and eOPF.
See the last section of this guide for helpful links to these and other
websites specific to CG Civilian employees.

Direct Access
Self Service

Many Civilian Employees will have only the Self Service view within
Direct Access (DA). Upon logging into DA, this is what they will see.
Everything that will be discussed in this guide will come from the Menu
list or the Employee pagelet.
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Initial Direct Access Sign-In
Introduction

This section provides the procedures for a CG Civilian to log into Direct
Access (DA) for the first time.

Before You
Begin

If you have never logged into Direct Access (DA), your default password
will be set up for you initially. The formula for your default password is:
THeUSCG + last 4 of your SSN + @ + four digit birth year
For example, if the last 4 of your SSN is 1234 and you were born in 1966,
your default password will be THeUSCG1234@1966. The password is
case sensitive, so be sure to capitalize where appropriate when you type it.
You will be prompted to change your password upon your initial login.

Password Rules

• Your password:
 Must contain at least 15 characters
 Must contain at least one number
 Must contain at least one uppercase letter
 Must contain at least one lowercase letter
 Must contain at least one special character (!@#$%^&*()=+_{}[]\><)
• Passwords need to be changed every 35 days (DA will prompt you to
change your password when logging in if the 35 days has elapsed).
• When changing your password, it cannot be any of the last 9 used for
DA.
• Passwords cannot be the same as your user ID (your user ID will never
change or expire).
• Do not create passwords based on personal information that can be easily
accessed or guessed.
• Do not create passwords using words that can be found in any dictionary
in any language.
• Use different passwords for different systems.
• Develop a mnemonic for remembering your password (do not write it
down).

DA Link

Log into DA Self Service at Direct Access Self Service.
Continued on next page
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Initial Direct Access Sign-In, Continued
Procedures

Step
1

2

See below.

Action
Upon opening Direct Access (the link can be found on PPC’s webpage), enter
your 7-digit Employee ID (Emplid) in the User ID field.

Enter your default password in the Password field. Click Sign In.

Continued on next page
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Initial Direct Access Sign-In, Continued
Procedures,
continued

Step
3

4

Action
You will be prompted with a Consent Acknowledgement message. Click OK.

Because this is the first time logging into Direct Access, you will be prompted to
change your password. Select Click here to change your password.

Continued on next page
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Initial Direct Access Sign-In, Continued
Procedures,
continued

Step
5

6

Action
The Change Password page will display.

Select a security Question from the drop-down.

Continued on next page
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Initial Direct Access Sign-In, Continued
Procedures,
continued

Step
7

8

Action
Enter your Response to the security question.

Enter your default password in the *Current Password field.

Continued on next page
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Initial Direct Access Sign-In, Continued
Procedures,
continued

Step
9

Action
Enter your new password in the *New Password and *Confirm Password fields.
Click Change Password.
Remember: The new password must be at least 15 characters with at least one
uppercase letter, one lowercase letter, one number, and one special character.

10

A confirmation message will display. Click OK.

11

If you are not returned to the Self Service menu, click the House icon in the upper
right corner of Direct Access.
Note: It is very important to set up an email address in Direct Access to utilize the
Forgot Password feature. See the Email Addresses section of this guide for more
information on how to set up your email.
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Change My Password
Introduction

This section provides the procedures for a CG Civilian to change their
password for accessing Direct Access (DA).

Password Rules

• Your password:
 Must contain at least 15 characters
 Must contain at least one number
 Must contain at least one uppercase letter
 Must contain at least one lowercase letter
 Must contain at least one special character (!@#$%^&*()=+_{}[]\><)
• Passwords need to be changed every 35 days (DA will prompt you to
change your password when logging in if the 35 days has elapsed).
• When changing your password, it cannot be any of the last 9 used for
DA.
• Passwords cannot be the same as your user ID (your user ID will never
change or expire).
• Do not create passwords based on personal information that can be easily
accessed or guessed.
• Do not create passwords using words that can be found in any dictionary
in any language.
• Use different passwords for different systems.
• Develop a mnemonic for remembering your password (do not write it
down).

DA Link

Log into DA Self Service at Direct Access Self Service.
Continued on next page
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Change My Password, Continued
Procedures

Step
1

2

See below.

Action
From within the Menu section, select Change My Password.

The Change Password page will display.

Continued on next page
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Change My Password, Continued
Procedures,
continued

Step
3

4

Action
Enter your *Current Password.

Enter your new password in both the *New Password and *Confirm Password
fields. Click Change Password.
Remember: The new password must be at least 15 characters with at least one
uppercase letter, one lowercase letter, one number, and one special character.

Continued on next page
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Change My Password, Continued
Procedures,
continued

Step
5

6

Action
A save confirmation message will display. Click OK.

To return to the Self Service menu, click the House icon in the upper right corner
of the page.
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Forgot Password
Introduction

This section provides the procedures for CG Civilians to access Direct
Access if they forget their password.

Important
Information

This feature will only work if an email address and security question have
been previously set up.

Procedures

See below.

Step
1

Action
Enter your 7-digit employee ID (Emplid) into the User ID field. Click Forgot My
Password.

Continued on next page
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Forgot Password, Continued
Procedures,
continued

Step
2

Action
The Forgot My Password page will display. Enter your Emplid in the User ID
field and click Continue.

3

If your email has NOT been set up, the following message will display. It is
recommended you contact the unit SPO requesting they update your email address
and then try again. If the unit SPO is not available, you will need to contact PPC
Customer Care to have your password reset. Click OK to exit.

4

If your account has been set up properly, a Password Change Notification will
display and Direct Access (DA) will send a change password link to the preferred
email address listed in DA.

Continued on next page
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Forgot Password, Continued
Procedures,
continued

Step
5

6

Action
Open a new browser window, highlight the link provided in the email and copy it
into the new browser window.

This will open the Change Password page. Enter the Response to your security
question. Click Submit.

Continued on next page
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Forgot Password, Continued
Procedures,
continued

Step
7

Action
You will be prompted to change your password. Enter your new password in both
the *New Password and *Confirm Password fields. Click Change Password.
Remember: The new password must be at least 15 characters long with at least
one number, one uppercase letter, one lowercase letter, and one special character.

8

Upon acceptance of the password, select the Click here link to return to the Direct
Access Sign on page.

Continued on next page
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Forgot Password, Continued
Procedures,
continued

Step
9

Action
Enter your User ID and new Password. Click Sign In.

16

1 March 2021

Phone Numbers
Introduction

This section provides the procedures for a CG Civilian to update their
phone numbers in Direct Access (DA).

Procedures

See below.

Step
Action
Select Phone Numbers under Tasks in the Employee pagelet.
1

2

Click Add Phone Number.

Continued on next page
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Phone Numbers, Continued
Procedures,
continued

Step
Action
Using the drop-down, select the Phone Type (Business, Home, or Other). Enter
3
the Telephone number and Extension as appropriate. To add additional phone
numbers, repeat Steps 2 & 3.

4

Once all phone numbers have been entered, indicate which phone number is the
preferred contact by clicking the appropriate box under Preferred.

5

If a preferred phone number is not selected, the below message will display upon
clicking Save. Click OK.

Continued on next page
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Phone Numbers, Continued
Procedures,
continued

Step
Action
Once all phone numbers have been entered and a preferred number selected, click
6
Save.

7

A Save Confirmation message will display. Click OK.

8

To exit and return to the Self Service page, click the House icon in the upper right
corner of Direct Access.

9

For additional information on editing or removing a phone number from DA,
review the Phone Numbers guide located under Self Service on PPC’s Procedures
& Development webpage.
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Email Addresses
Introduction

This section provides the procedures for a CG Civilian to update their
email addresses in Direct Access (DA).

Procedures

See below.

Step
1

2

Action
Select My Email Addresses under Tasks in the Employee pagelet.

The My Email page will display. Using the drop-down, select the appropriate
Email Type to be entered. Enter the Email Address.

Continued on next page
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Email Addresses, Continued
Procedures,
continued

Step
3

4

Action
To add additional email addresses, click Add Email Address and repeat Step 2.

Indicate which Email Address is the primary email contact by clicking the
appropriate box under Preferred Address?.

Continued on next page

21

1 March 2021

Email Addresses, Continued
Procedures,
continued

Step
5

Action
If a preferred address is not selected, the below error message will display upon
clicking Save. Click OK and select a Preferred Address?.

6

Once all email addresses have been entered and a preferred address selected, click
Save.

7

To exit and return to the Self Service page, click the House icon in the upper right
corner of Direct Access.

8

For additional information on editing or removing an email address from DA,
review the Email Addresses guide located under Self Service on PPC’s Procedures
& Development webpage.
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Emergency Contacts
Introduction

This section provides the procedures for a CG Civilian to update their
emergency contacts in Direct Access (DA).

Procedures

See below.

Step
Action
Select Emergency Contacts under Tasks in the Employee pagelet.
1

2

The Emergency Contacts page will display. Click Add Emergency Contact.

Continued on next page
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Emergency Contacts, Continued
Procedures,
continued

Step
Action
Enter the Emergency Contact Name. Using the drop-down, select the appropriate
3
Relationship to Employee. Click Edit Address.

Continued on next page
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Emergency Contacts, Continued
Procedures,
continued

Step
Action
The Edit Address page will display. Enter the address in the appropriate fields.
4
Click OK.
Note: If the address to be entered is not within the United States, click Change
Country and select the correct country from the list provided. Enter the address as
appropriate, then click OK.

Continued on next page
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Emergency Contacts, Continued
Procedures,
continued

Step
Action
The Telephone number will populate based on phone number entered in Direct
5
Access using the Phone Numbers section of this guide. If the employee has not
entered a phone number in DA, then this field will be blank.
• To edit the existing number, click within the Telephone number box and
overwrite the existing number with the correct one.
• To add additional phone numbers, click Add Phone Number.

Continued on next page
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Emergency Contacts, Continued
Procedures,
continued

Step
Action
Using the drop-down, select the Phone Type. Enter the Phone Number and
6
Extension as appropriate. To add additional numbers, repeat Steps 5 & 6 until all
numbers have been entered as applicable. Once finished, click Save.

Continued on next page
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Emergency Contacts, Continued
Procedures,
continued

Step
Action
A Save Confirmation message will display. Click OK.
7

8

You will be returned to the Emergency Contacts page. To add another emergency
contact, repeat Steps 2-7.

9

To exit and return to the Self Service page, click the House icon in the upper right
corner of Direct Access.

10

For additional information on editing or removing an Emergency Contact from DA,
review the Emergency Contacts guide located under Self Service on PPC’s
Procedures & Development webpage.
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CG Civilian Webpages and Links
Introduction

This section provides a list of webpages, their location, and a brief
description of each that CG Civilians will utilize throughout their career.

Important
Information

Many of these websites require input from the CG Civilian Employee to
ensure they remain updated with the most recent information (i.e. mailing
address, direct deposit information, contact numbers, time keeping, etc.).
Most of these links may be found on the DHSConnect webpage upon
logging into the intranet/internet from a CG Workstation or through the
Civilian Human Resources page located on the CGPortal.

MyEPP

The Employee Personal Page allows employees serviced by the National
Finance Center (NFC) to view their payroll, leave, health and life
insurance, Wage and Tax statements, and other personal information. The
MyEPP allows employees to use the Self Service feature to enter updates
to their personal and payroll information. (MyEPP Quick Reference
Guide)
https://www.nfc.usda.gov/EPPS/index.aspx?ReturnUrl=%2fepps%2f

Continued on next page
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CG Civilian Webpages and Links, Continued
eOPF

The Electronic Official Personnel Folder is an electronic version of your
Official Personnel Folder and contains all the official records required to
document your Federal career. eOPF may only be accessed from a
government workstation.
https://eopf.opm.gov/dhs/

Continued on next page
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CG Civilian Webpages and Links, Continued
WebTA

WebTA is a web based time and attendance system that interfaces with the
National Finance Center (NFC), the Coast Guard’s payroll and personnel
service provider. Employees are required to enter and validate their biweekly timekeeping data including annual leave, sick leave,
comprehensive time, etc. (WebTA User Guide)
https://wta.hs.nfc.usda.gov/webta/servlet/com.threeis.webta.H000welcome

Continued on next page
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CG Civilian Webpages and Links, Continued
FedHR

FedHR Navigator provides a secure employee self-service system to
submit and track requests sent to the Human Resources office. In addition,
FedHR provides a suite of tools, functions, and information on employee
benefits.
http://dhsconnect.dhs.gov/org/comp/mgmt/dhshr/emp/Pages/FHRNavigator.aspx

Continued on next page
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CG Civilian Webpages and Links, Continued
TSP

The Thrift Savings Plan (TSP) is a retirement savings plan similar to
401(k) plans offered to private sector employees. The purpose of TSP is
to give employees the ability to participate in a long-term retirement
savings and investment plan.
https://www.tsp.gov/index.html

CGPAAS

The Coast Guard Personnel Accountability and Assessment System
(CGPAAS) is a standardized method for the CG to account, manage, and
monitor the recovery process for personnel and their families affected and
or scattered by a wide-spread catastrophe (i.e. hurricane, flooding, etc.).
https://cgpaas.uscg.mil/cas/login?service=https%3A%2F%2Fcgpaas.uscg.
mil%2F

Continued on next page
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CG Civilian Webpages and Links, Continued
Civilian Human The Office of Civilian Human Resources webpage provides a wealth of
Resources Page information and tools for the CG Civilian Employee.

https://www.dcms.uscg.mil/Our-Organization/Assistant-Commandant-forHuman-Resources-CG-1/Civilian-Human-Resources-Diversity-andLeadership-Directorate-CG-12/Civilian-HR/
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