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Passwords

This guide provides the procedures for setting up an email, setting up a
forgotten password function, and changing/resetting a password in Direct
Access.

Rules for Direct Access Passwords:

e Password must contain at least 15 characters
— Must contain one number
—Must contain one special character (@#$%"&*()-_+=\{}[];:?/<>)
—Must contain one uppercase letter
—Must contain one lowercase letter

e Password cannot be the same as your user ID (your user ID never expires
or changes)

e Do not use passwords based on personal information that can be easily
accessed or guessed

¢ Do not use words that can be found in any dictionary of any language

e Use different passwords on different systems

e Develop a Mnemonic for remembering your password (Do not write it
down)
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Set up Initial Email Address

Information

Procedure

password reset functionality in Direct Access.

Your Business Email Address must be correct to use the forgotten

See below.

Step

Action

1

Log into Direct Access and select the My Email Addresses link from the
Employee pagelet (may need to select ## More... under Tasks to locate it).

“PCS eResumes.

= Home and Mailing Address
Home and Mailing Address

= Thrift Savings Plan

m Annual Screening Questionnaire
Annual Screening Quesiionnaire

My Email Addresses

= My Panel Submissions

Careers site fo create an applicant profile, search and apply for jobs

Review a summary of your savings plan enroliments.

[1=—| My Airport Terminal Orders

= Phone Numbers
Add or update phone numbers, or specify your

primary phone number.

W-4 Tax Information USA

= Direct Deposit =
This link will take you to view and/or change your EFT/Direct Deposit. Review or change your W-4 information:

o Ethnic Groups
Ethnic Groups

o= My Reserve Orders
[I=—| View/Update Reserve Orders

= My Member Info
XMLP report that contains the Member Information

= Mobilization Resume

[I=—| Allows the member to apply to sereening panels and advance fraining Apply for Volunteer Mobilization Requirements

Employee - B
Tasks View
PCS eResumes My Profile
My Airport Terminal Member Training Rating
Emergency Contacts My Reserve Points Statement
Home and Mailing Address My Reserve Drills
Phone Humbers View My Payslips (ADMRSV)
Allotments My Dependent Information
Direct Deposit My Employee Reviews
W-4 Tax Information USA My Employee Review Summary
All Duty Report Off Comparizon Scale Summary
11 More.... 7 More....
CG AD Seff Senvice: Empiayes
ﬁ Tasks
PCS eResumes = My Airport Terminal = Emergency Contacis

I1=—] Add or update your emergency contact information

= Allotments
This link will take you fa view, add, change, or stop your|
voluntary deductions.

= All Duty Report
All Duty Report
= My BRS Elections
This contains my Blended Retirement System Elections
= My Assignments Endorsements
I1=—| my Assignments Endorsements

= My eResume
My eResume Submission Report

Continued on next page




22 May 2019

Set up Initial Email Address, Continued

Procedure,
continued

Step Action

2 Enter your Email Address (if Business is not auto-populated in Email Type,
select it from the drop-down). Check the Preferred Address? box and click the

Save button.
My Email
Thomas E Petty

Email Addresses

. . Preferred
Email Type Email Address Address? Delete

| Business v| |first m last@uscg_mil x| Delete

Add Email Address

Save
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Setup Forgotten Password/Change Your Password

Introduction This section provides the procedures for setup of your forgotten password
functionality and changing your password.

Procedure See below.

Step Action
1 In the Menu, select the Change My Password link below People Tools.
Menu o &

Search:
®

My Favorites
Self Service
Human Resources
Recruiting
Workforce Administration
Maobilization
Benefits
Global Payroll & Absence Mgmit
PeopleTools
Schedule a Query
Usage Monitoring
| Change My Password |
My Preferences
My System Profile
My Dictionary
My Feeds

2 The Change Password screen appears. Select a security question from the
Question drop down list.

Change Password

User ID: 2222222
Description:  Thomas E Petty

Question What is the mascot of your favorite sports team®?
VWAl IS5 e name of the sireel where you grew up’

What is the name of your favorite movie?

Response What is your favorite brand of shoe?
What is your favorite vacation destination?
What is your mother's maiden name?
What isfwas the name of your first pet?
What town were you bormn in?
. i What was the make of your first car?

Confirm Password: |\where did you attend sixth grade?

*Current Password:

*New Password:

Change Password

Continued on next page
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Setup Forgotten Password/Change Your Password, Continued

Procedure,
continued

Step Action

3 Enter your Response to the question and your Current Password. In the New
Password and Confirm Password boxes, enter your new password. Click the
Change Password button.

Change Password

User ID: 2222222
Description: Thomas E Petty

Question | What is the mascot of your favorite sports team? w
Response |[euLLDOG

*Current Password: e deibedbeededheliatiuded

*New Password: sEssEeEERRER RS

*Confirm Password: e edeitedbedeeihelietieebebed

| Change Password |

4 The save confirmation page will display, click the OK button.
Password Saved

“ Your password has successfully been changed.

5 The Change Password screen will reappear. Click on the Home link to return to
the main menu.

Change Password

Mew Window | Help | Personalize Page | [
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Direct Access (DA) Self Service Password Reset

Information You may reset your own forgotten password in Direct Access. This
eliminates calling Customer Care to reset your password.

Procedure See below.

Step Action
1 Enter your User 1D and click the Forgot My Password link.

ORACLE
PEOPLESOFT

7654321

Fassword

Sign In

Privacy Act Secunty Statement

Forgot My Password

2 The Forgot My Password page will display. Enter your User ID and click the
Continue button.

Forgot My Password

If you have forgotten your password, or your account is locked,
you can set a new password and reactivate your account.

Enter your User ID below. This will be used to find your profile, in order to authenticate you.

Continue

Continued on next page
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Direct Access (DA) Self Service Password Reset, Continued

Procedure,
continued

Step Action

3 If your account is NOT setup, the following error message will appear. Click OK
and Contact Customer Care for assistance.

Message

A new password can not be sent to user. (48,224)

The user has not setup or does not have 1) a system email address 2) a hint question and response for validation or
3) permission to have the password emailed. Please contact the security administrator.

4 If your account is setup properly, This Password Notification will appear and the
system will send a password reset link via your business email.

Password Change Notification

“ A link to change your password has been emailed.

You should receive an email from DoMotReply_Portali@direct-
access us containing a link. Click the link or copyfpaste the link
into your intermet browser's URL address to set your new
password.

If you do not receive an email within 60 minutes, please e-mail
Customer Care at ppc-dg-customercare@uscg.mil or submit a
Trouble Ticket using the web form at
hitp:ffwww uscg. milfppc/cchy.

5 Check your email for the link (Note: If the message is not in your inbox, check
your Junk Mail folder). Follow the instructions in the email to access your
password reset page.

3 Reply 2 Reply All £} Forward Gl IM

oNof @direct-access.us Conway, Thomas D

[Non-DoD Source] MyPortalDirect Forgot Password

bpen anew browser window, highlight the link below, copy and paste into your browser URL addrass to set your new password:

https:, li m/v2furl?u=https-3A _hcm.direct-2Daccess.us psc FORGOTPASSWORD EMPLOYEE HRMS ¢ CG-5FPORTAL-SFEXTENSIONS.CG-SFFRGT-5FPSWD.GBL-3FPage-
3DCHANGE-5FPASSWORD-26USER-3D2062293-265ESSI0N-3DS0CIOVFS 1K-252bK3ZEn]Q507R1 pgo0-253d&d=DwICaQ8&c=0Nkfg44GVknAU-

XKWX|NxQ&r=vbx5OFfCLYFQy0p2ibbFOUSYnyzWIPAZTAJUUMMXGAX0&m=CxypwIVg2sSIFOTOEETENSK2ArLyqq mwzTq1ns&s=2kz6AKP[3c7MHOMSA7GI2frimGxPiy8OFUVINMA J1s&e=

Note: You will be prompted to answer your security question and change your password. MyPortalDirect pa:
uppercase, and 1 special character.

rds must be at least 15 characters long, containing at least 1 number, 1 lowercase, 1

Continued on next page
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Direct Access (DA) Self Service Password Reset, Continued

Procedure,
continued
Step Action
6 Enter the Response to your security question and click Submit.

Change Password
User ID: 7654321

Description: Thomas D Conway

Question What is your mother's maiden name?

X

| submit |

Response

Enter your new 15 character password in the New Password and Confirm
Password boxes. Click the Change Password button.

Change Password
User ID: 7654321

Description: Thomas D Conway

Question What is your mother's maiden name?

Response

*New Password:

*Confirm Password:

Maiden

Change Password

When the password is accepted, select the Click here link to return to the Direct
Access login page to use your new password.

Change Password
UserID: 7654321

Description. Thomas D Conway

Question What is your mother's maiden name?
Response Maiden ®
New Password: Frmm——

AT AR

Confirm Password:

[ a 0 go to the MyPortalDirect login page, use your new password.

Continued on next page
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Direct Access (DA) Self Service Password Reset, Continued

Procedure,
continued
Step Action
9 A confirmation email of the change will be sent to your business email.
€2 Reply B Reply All £ Forward G5 1M

DoNotReply_V9@direct-access.us Conway, Thomas D.

[Non-DoD Source] MyPortalDirect User Account Change Confirmation

A change has been made to your MyPortalDirect user account. If you did not initiate this change please contact the PPC Helpdesk.






