
Passwords 

Overview 

  
Introduction This guide provides the procedures for setting up an email, setting up a 

forgotten password function, and changing/resetting a password in Direct 

Access. 

  
Information Rules for Direct Access Passwords: 

 Password must contain at least 15 characters 

 Must contain one number 

 Must contain one special character (!@#$%^&*()-_+=\{}[];:?/<>) 

 Must contain one uppercase letter 

 Must contain one lowercase letter 

 Password cannot be the same as your user ID (your user ID never expires 

or changes) 

 Do not use passwords based on personal information that can be easily 

accessed or guessed 

 Do not use words that can be found in any dictionary of any language 

 Use different passwords on different systems 

 Develop a Mnemonic for remembering your password (Do not write it 

down) 
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Set up Initial Email Address 

  
Information Your Business Email Address must be correct to use the forgotten 

password reset functionality in Direct Access. 

  
Procedure See below. 

 

Step Action 

1 Log into Direct Access and select the My Email Addresses link from the 

Employee pagelet (may need to select ## More… under Tasks to locate it). 
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Set up Initial Email Address, Continued 

  
Procedure, 

continued 
 

 

Step Action 

2 Enter your Email Address (if Business is not auto-populated in Email Type, 

select it from the drop-down). Check the Preferred Address? box and click the 

Save button. 
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Setup Forgotten Password/Change Your Password 

  
Introduction This section provides the procedures for setup of your forgotten password 

functionality and changing your password. 

  
Procedure See below. 

 

Step Action 

1 In the Menu, select the Change My Password link below People Tools. 

   

2 The Change Password screen appears. Select a security question from the 

Question drop down list. 
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Setup Forgotten Password/Change Your Password, Continued 

  
Procedure, 

continued 
 

 

Step Action 

3 Enter your Response to the question and your Current Password. In the New 

Password and Confirm Password boxes, enter your new password. Click the 

Change Password button. 

 
 

4 The save confirmation page will display, click the OK button. 

 
 

5 The Change Password screen will reappear. Click on the Home link to return to 

the main menu. 
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Direct Access (DA) Self Service Password Reset 

  
Information You may reset your own forgotten password in Direct Access. This 

eliminates calling Customer Care to reset your password. 

  
Procedure See below. 

 

Step Action 

1 Enter your User ID and click the Forgot My Password link. 

 
 

2 The Forgot My Password page will display. Enter your User ID and click the 

Continue button. 
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Direct Access (DA) Self Service Password Reset, Continued 

  
Procedure, 

continued 
 

 

Step Action 

3 If your account is NOT setup, the following error message will appear. Click OK 

and Contact Customer Care for assistance. 

 
 

4 If your account is setup properly, This Password Notification will appear and the 

system will send a password reset link via your business email. 

 
 

5 Check your email for the link (Note: If the message is not in your inbox, check 

your Junk Mail folder). Follow the instructions in the email to access your 

password reset page. 
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Direct Access (DA) Self Service Password Reset, Continued 

  
Procedure, 

continued 
 

 

Step Action 

6 Enter the Response to your security question and click Submit. 

 
 

7 Enter your new 15 character password in the New Password and Confirm 

Password boxes. Click the Change Password button. 

 
 

8 When the password is accepted, select the Click here link to return to the Direct 

Access login page to use your new password. 
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Direct Access (DA) Self Service Password Reset, Continued 

  
Procedure, 

continued 
 

 

Step Action 

9 A confirmation email of the change will be sent to your business email. 
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