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Introduction

This guide provides instructions on how to install and configure VDI Remote Access software on
personal macOS computers. This guide is not for standard workstations that connect to CGOne.
Standard workstations are automatically configured for VDI Remote Access.

OpenSSL is an open source cryptographic utility that verifies that the downloaded Department
of Defense-specific root and intermediate Certificate Authority (CA) certificates are authentic
and have not been tampered with.

The Keychain Access utility provides a graphical user interface for managing CA certificates in
the operating system’s certificate store. All public certificates installed with this application are
considered unclassified.

VMware Horizon Client provides secure access to a virtual desktop connected to CGOne. The

VMware Horizon Client software isolates the virtual desktop from the computer running the
software.

A. Symbols
The following symbols may be used in this document:
Name Description Name Description
Caution: Exception and/or important Note: Need to Know or Helpful
direction/information @ Information
Warning: Read and/or take action is r= Red rectangular and circular shapes
required | 7| areusedto highlight an area of the

screenshot

B. Prerequisites

For VDI Remote Access to be properly downloaded and installed, ensure you have the following:
1. CAC reader

2. Administrator rights to your mac

3. Internet connection (for Chapter 3)

4. Completely removed all previous CAC software (ActivClient, OpenSC, CACKey, etc),
and DoD CA's from Keychain. Instructions can be found at

militarycac.com/macuninstall.htm

C. Support

SBU CGOne Support: The Centralized Service Desk can not provide VDI installation
support for personal computers. Additional information on installing VDI on personal
computers can be found on the CG Portal at:

https://cg.portal.uscg.mil/units/tiscom/Services/SitePages_EISI/Virtual_Desktop.aspx
VDI Remote Access for macOS Catalina Installation Guide
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CAC Support: To obtain support for the CAC reader and drivers, users must contact their
respective Base C4IT Support Department (BCD)/Electronic Software Distribution. Additionally,
the local Supporting Personnel Office will resolve CAC issues (locked card, etc.).

VDI Remote Access for macOS Catalina Installation Guide

2



Chapter 1: Verify Smart Card Reader OS Compatibility

Certain card readers require updated firmware or drivers to function properly with macOS.
Use the following procedure to verify your system and smart card reader are compatible.

Verify Smart Card Reader OS Compatibility

1. | Click the Apple Icon in the upper left corner of the desktop and click About This Mac.

B Tue11:41AM vdi-user Q i=
‘About This.Mac "

— — —
System Preferences...
App Store...

Recent Items
Force Quit...

Sleep
Restart...
Shut Down...

Lock Screen ~¥#Q
Log Out vdi-user... {+3Q

VDI Remote Access for macOS Catalina Installation Guide
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Click the System Report... button.

@ Finder File Edit View Go

Window Help

Lo Tue11:42 AM vdi-user Q

Storage  Memory  Support Service

macOS Catalina

Version 10.15.3

iMac

Processor 2.59 GHz

Memory 4 GB 1600 MHz DRAM
Graphics Display 3 MB

Serial Number 0

— —

System Report
— E |

=

Click Hardware to expand the tree.

@& SystemInformation File Edit

Audio
Bluetooth
Camera

Card Reader
Controller
Diagnostics
Disc Burning
Ethernet Cards
Fibre Channel
FireWire
Graphics/Displays
Memory
NVMExpress
pel

Parallel SCSI
Power

Printers

SAS
SATA/SATA Express
SPI

Storage
Thunderbolt

¥ Network
Firewall
Locations
Volumes.
iMac-laptop » Hardware

Window Help

Model Identifier.
Processor Speed:
Number of Processors:
Total Number of Cores:
L2 Cache (per Core)

L3 Cache:

Memory:

Boot ROM Version:
Apple ROM Info:

SMC Version (system):
Serial Number (system):
Hardware UUID:

iMac
iMac11,3
2,59 GHz

256 KB

24 MB

468

VirtualBox
vboxVer_6.1.4vboxRev_136177
23135

0
05FF6C19-022E-2347-B8E9-CB1B2FIEBCB2

G Tue 11:42 AM  vdi-user

VDI Remote Access for macOS Catalina Installation Guide
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Click USB to display the USB Device Tree.

@ Systeminformation File Edit Window Help Lo Tue1:42 AM  vdi-user Q

¥ Hardware USB Device Tree -
ATA ¥ USB Bus st
us
Apple Pa;
As:m i USB Tablet
e USB Keyboard

Camera

Card Reader
Controller
Diagnostics
Disc Burning
Ethernet Cards
Fibre Channel

USB Bus:

FireWire Host Controller Driver: AppleUSBOHCIPCI -
Graphics/Displays PCI Device ID: 0x003f

Memory PCI Revision ID: 0x0000

NVMExpress PCI Vendor ID: 0x106b

]

USB Tablet:

Parallel SCS!

Product ID: 0x0021
Printers Vendor ID: 0x80ee

as Version: 1.00
Speed: Up to 12 Mb/s

SATASRIA EYDress Manufacturer: VirtualBox
SPI Location ID: 0x9f200000 / 2
Storage Current Avalable (mA): 500

—undTE Current Required (mA 100
Firewall
Locations Product ID: 0x0010
vokiai Vendor ID: 0xB0ee

iMac-laptop > Hardware > USB > USB Bus

Verify Smart Card Reader OS Compatibility

VDI Remote Access for macOS Catalina Installation Guide
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*** If your reader looks like this, (SCR-331), go to step 6. ***

- /

*** If your reader looks like these (Iogear GSR-202, 202v, 205 or 205), go to step 7. ***

8% o,

*** If your reader looks like this (SCR-3500A), go to step 8. ***

ErsCm ®
a

*** Otherwise, go to step 9. ***

Verify Smart Card Reader OS Compatibility
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6. | If your reader does not look like this, go to step 9.

- /

Click SCRx31 USB Smart Card Reader to view the details.

noeo MacBook
E E Hardware ) USB Device Tree
ATA ¥ USB By
Audio (Built In) SCRx31 USB Smart Card Reader
Bluetooth v USB IS
Card Reader Bluetooth USB Host Controller
Diagnostics ¥ USB Bus
Disc Burning Apple Internal Keyboard / Trackpad
Ethernet Cards Trackball
Fibre Channel ¥ USB Bus
FireWire IR Receiver
Craphics [Displays ¥ USB High-Speed Bus
Hardware RAID Built-in iSight
Memory
PCI Cards
A SCRx31 USB Smart Card Reader:
Parallel SCSI
Power Product ID: Oxe001
Printers (Shuttle Technology)
SAS Version 5.25
ThabMeserily o
Serial-ATA
_m" e Speed: Up to 12 Mb/sec
underbolt Manufacturer SCM Microsystems Inc.
Location ID: 0x3d100000 / 2
v NOW e Current Available (mA) 500
Firewall Current Required (mA). 100
Locations
Modems
Volumes
WWAN
Wi-Fi
¥ Software
Applications

R user's Computer » Hardware » USB » USB Bus » SCRx31 USB Smart Card Reader

Note the value of the Version field. If the number is 5.18 or 5.25, proceed to step 9. If the
number is below 5.18, then the firmware must be updated to 5.25. Please see
militarycac.com/cacdrivers.htm#FIRMWARE UPDATE.

Verify Smart Card Reader OS Compatibility
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7. [If your reader does not look like these, go to step 9.

8% o,

Click EMV Smartcard Reader to view the details.

000 MacBook
ﬂ.ard ware > USB Device Tree
ATA ¥ USB Bus
Audio (Built In) EMV Smartcard Reader >
Bluetooth ¥ USB Bus
Card Reader Bluetooth USB Host Controller
Diagnostics ¥ USB Bus
Disc Burning Apple Internal Keyboard / Trackpad
Ethernet Cards Trackball
Fibre Channel ¥ USB Bus
FireWire IR Receiver
Graphics/Displays ¥ USB High-Speed Bus
Hardware RAID Built-in iSight
Memory
PCI Cards USB Bus:
Parallel SCSI e
Power Host Controller Location: Built-in USB
Printers Host Controller Driver: AppleUSBUHCI
SAS PCl Device ID: 0Ox746e656d000027¢cS
Serial-ATA PCI Revision ID: 0x746e656d00000002
BRI PCl Vendor ID: 0x746e656d00008086
Thunderbolt Bus Number: 0x3d
¥ Network EMV Smartcard Reader:
Firewall
Locations roduct ID: 0x9520
y en - Icor Micro, Corp.)
Modems Version: 1.02
Volumes Speed: Up to 12 Mb/sec
WWAN Manufacturer: Alcor
Wi-Fi Location ID: 0x3d100000 / 2

Current Available (mA): 500

¥ Software Current Required (mA): 50

Applications
user’s Computer » Hardware » USB » USB Bus

Note the value of the Product ID field. If the value is 0x9520, proceed to step 9. If the value is
0x9540, then the firmware must be downgraded. Please see militarycac.com/iogear.htm

Verify Smart Card Reader OS Compatibility
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If your reader does not look like this, go to step 9.
bl

ErSCMm ®

»

SCR-3500 Smart fold mini USB Smart Card Reader
Mac Friendly [10.4 - 10.15]
Note: There is another SCR-3500 reader being sold with a Part number different from the original 905741 (sometimes shows as
SCR3500A P/N:905430-1). | If you are a Mac user, install this updated driver. Hold the control key [on your keyboard] when clicking the
kg file [with your mouse], select [the word] O,

amazon QQRSIQ

Go to the following link and scroll to SCR-3500 https://militarycac.com/usbreaders.htm
follow steps in outlined in red. Restart might be required if so continue steps when
restart is complete.

If these steps do not work or you have a the SCR3500A P/N:9054301-1 reader, you need to
update the driver. See Appendix B, and complete the procedures before continuing.

Exit System Profiler by clicking the Close button in the upper left corner of the window.

& Systeminformation File Edit Window Help £ Tue 1143 AM vdi-user Q

VDI Remote Access for macOS Catalina Installation Guide
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10.

Exit the About This Mac dialog by clicking the Close button in the upper left corner of the
window.

@ System Information File Edit Window Help [E Tuel:43AM vdi-user Q i

H The procedure to Verify Smart Card Reader OS Compatibility is complete. Proceed to Chapter 2:

Verify Smart Card Stock Version.

Chapter 2: Verify Smart Card Stock Version

Only newer smart cards are supported for macOS. Use these procedures to verify that a
supported smart card is being used

Step Verify Smart Card Stock Version

1.

Turn over smart card to the back, and observe the card stock version in the upper left corner.

If the version doesn’t match one of these, then a new smart card must be obtained from an ID
Card Office.

ID One 128 v5.5 Dual

G&D FIPS 201 SCE 3.2 ; G+D FIPS 201 SCE 7.0

VDI Remote Access for macOS Catalina Installation Guide
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The procedure to Verify Smart Card Stock Version is complete. Proceed to Chapter 3: Download
Required Software.

Chapter 3: Download Required Software

Use the following procedure to access the DoD Cyber Exchange and VMware from the computer
you will be working remotely with to obtain the certificate and program files to download and
install for VDI Remote Access.

Step Download Required Software

1. | On your home computer, use the Safari browser to open the following link:
https://dl.dod.cyber.mil/wp-content/uploads/pki-pke/zip/unclass-

certificates pkcs7 v56 dod.zip

If the direct link is inaccessible go to https://public.cyber.mil/pki-pke/end-users/getting-
started/cross-cert-chaining/

2. [The following screen likely appears (unless you've already granted download permissions). Click
Allow. Th|s will save DoD PKI PKCS#7 CA certificate bundle

@ safari File Edit View History Bookmarks Window Help LB FriZ:20AM vdi- Q

=]

o0 e i) about:blank e

Do you want to allow downloads on “dl.dod.cyber.mil"?

‘You can change which websites can download files in
Websites Preferences.

r
Cancel Allow

Download Required Software

VDI Remote Access for macOS Catalina Installation Guide
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3. |Confirm the file has successfully downloaded and unzipped by clicking the Download icon on the Dock. The
uncompressed folders should be visible.

@ Finder File Edit View Go Window Help

CE Fri7Z:21AM  vdi-user Q=

ey e

=
Cerlmcmes,PKCSZvSS DoD -

4. |Open file location and install the following files double click each certificate bundle and install to
login, import all the .pem and .p7b files into the keychain.

® 7  Add Certificates

Favorites Kind
C% S Do you want to add the certificate(s) from the file
Recaats e | ngertificates_PKCS7.v5.6_DoD.der.p7b” to a keychain?

certific...oundle
certific...oundle
certific..bundle

g/a-\.‘» Applications

Peskiog certific...oundle
Iﬂi Documents certific...bundle
certific...bundle

o Downloads B
Locations printabl...archive

2 i Plain Text
& iCloud Drive in Tex

Keychain: | login

(]

Tags
@ Red View Certificates Cancel

@® Orange

Yellow
@ Green
® Blue

5. |0On your home computer, use your preferred browser to open the following link:

https://my.vmware.com/en/web/vmware/downloads/info/slug/desktop end user computing/vmwa
re_horizon clients/5 0

VDI Remote Access for macOS Catalina Installation Guide
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You are now at the VMware Download VMware Horizon Clients page, where the VDI software files are

located.

@ safari File Edit View History Bookmarks Window Help G Fri7:25 AM  vdi-user Q =
ene < in] 3 myvmware.com (¢ ol nllo N
vmware QO @ uUs Q,1-877-486-9273 | Communities | Store |

Solutions Products Support & Services Downloads Partners Company

Cloud

Download VMware Horizon Clients

Select Version:  \"Mware Horizon Clients for Windows, Mac, iOS, Linux, Chrome and Android allow you to

50 | v connect to your VMware Horizon virtual dfisktop from your device of choice giving you
on-the-go access from any location.
Read More
CEMIVIEE Sl Drivers & Tools |~ Open Source ~ Custom ISOs
Product
v VMware Horizon Client for Windows

VMware Horizon Client for Windows

b VMware Horizon Client for Windows 10 UWP

Product Resources
View My Download History
Product Info

Documentation

Horizon Mobile Client Privacy

Horizon Community

Release Date

2019-12-12

B < co@e -

s

Download Required Software

VDI Remote Access for macOS Catalina Installation Guide
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Navigate down the page and expand the VMware Horizon Client for Mac section (if not

already).
Click Go to Downloads.

@ sSafari File Edit View History Bookmarks Window Help O Fri7:i26 AM  vdi-user Q =
eve < s} & myumware.com ¢ DEREY
50 |~v connect to your VMware Horizon virtual desktop from your device of choice giving you T
on-the-go access from any location. Horizon Mobile Client Privacy
Read More Horizon Community
Product Downloads Drivers & Tools Open Source Custom ISOs
Product Release Date
v VMware Horizon Client for Windows
VMware Horizon Client for Windows 20191212 Go to Downloads

e VMware Horizon Client for Windows 10 UWP

VMuware Horizon Client for Windows 10 UWP from the Microsoft store 2018-09-17 Go to Downloads
— — — —
» VMware Horizon Client for Mac
—_——
I\/Mwave Horizon Client for macOS I 20191242 I Go to Downloads _
— — — —
— —
v VMware Horizon Client for Linux
VMuware Horizon Client for 32-bit Linux 2018-12-12 Go to Downloads
VMuware Horizon Client for 64-bit Linux 20181212 Go to Downloads
v VMware Horizon Client for iOS
AdChoices
VMuware Horizon Client for i0S devices 2019-12-12 S
_—

‘ aume

B - ceme

You are now at the download page for the selected VMWare Horizon Client. Navigate down the
page and click Read More.

@ Safari File Edit View History Bookmarks Window Help G Fri7:26 AM  vdi-user Q =

eoe < [in] & myvmware.com ¢ Ot jl &\

macus e

Documentation

Horizon Mobile Client Privacy
530 | ¥

Select Version . Horizon Community
Description  VMware Horizon Client for macOS
Notes Documentation

Documentation Release Notes
Release Date 2019-12-12

Type Product Binaries

Product Downloads Drivers & Tools Open Source Custom ISOs

Product/Details v

VMware Horizon Client for macOS

O
| =T e ac 0] image l

Read More

— —
Information about MDS checksums and SHA1 checksums and SHA256 checksums

vmware

VDI Remote Access for macOS Catalina Installation Guide
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Download Required Software

Click large Download button.
@& Safari File Edit View History Bookmarks Window Help

& myvmware.com ¢

CE Fri7i26AM  vdi-user Q=
| G
o 0 I+

eve <>| m

Notes. Documentation
Documentation Release Notes
Release Date 2019-1212

Type Product Binaries

Drivers & Tools ~ OpenSource  Custom ISOs

Product/Details

‘VMware Horizon Client for macOS
File size: 4376 MB |
— — —

File type: Mac disk image

VMware Horizon Client for macOS.

Name: VMware-Horizon-Client-5.3.0-15225262.dmg
Release Date: 20191212 Client application used to connect to virtual desktops and remote applications.
Bulld Number: 15225262 from macOS desktop computers
b2979bf4d74bf4ad23448
SHA256SUM:
451
826acice35e

Information about MDS checksums and SHA1 checksums and SHA256 checksums
AdChoices

N < ce@e -

10.

The following screen likely appears (unless you have already granted download permissions).
Click Allow.

® safari File Edit
m about:blank

L Fri7:i27 AM  vdi-user Q =

- O

View History Bookmarks Window Help

Do you want to allow downloads on
“download3.vmware.com”?
You can change which websites can download files in
Websites Preferences.

= —
Cancel Allow

Lroele -

VDI Remote Access for macOS Catalina Installation Guide
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The procedure to Download Required Software is complete. Proceed to Chapter 4: Install DoD
CA Certificates - OS.

Chapter 4: Trust DoD CA Certificates - OS

Use the following procedure to install the DoD CA Certificates into the operating system'’s
trusted store.

Step Trust DoD CA Certificates - OS

1.

@ Finder File Edit View [k Iwindow Help CCo Tue11:54 AM vdi-user Q i

Enclosing Folder

& Recents
B Documents 230
[ Desktop %D
© Downloads L
& Home oH

= Computer o%C
@ Network 8K
@ iCloud Drive oxl

—
Recent Folders

Go to Folder...
Connect to Server...

¢¥#6
#K

LsoCEe - M= U

trusted. Click Go, then Utilities.

The DoD Root CAs need to be explicitly

VDI Remote Access for macOS Catalina Installation Guide
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Open the macOS trust application by double-clicking Keychain Access.

@& Finder File Edit

| Favorites

& Recents

A Applications
[ Desktop

[ Documents
© Downloads
Tags
;| ®Red
vdi-user@iMa Orangs:
Yellow

@ Green
® Blue
® Purple
® Gray

View Go

Window  Help

5 Utilities
R Q

POty

8
il
£

ACaVIty oTor AU DT SE

&

Digital Color
Meter

ColorSync Utility

Console

@ & kH

Grapher Keycham Access Migration
J Assistant
. %
System Terminal VoiceOver Utility
Information

Exchange

&

Disk Utility

Screenshot

Tue 12:05 PM  vdi-user

Q

L™
ol

rem——

Assistant

@ E

»

Feedback

Assistant

Script Editor

VDI Remote Access for macOS Catalina Installation Guide
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3.

Trust DoD CA Certificates - OS

The following screen will appear. Select the login keychain.

@ Keychain Access File

o8e -+

Edit

r —CyCliia —

login -
@ Local ltems
& System | DER -
System Roots X
Name Kind Date Modified Expires Keychain
@ <key> public key login
@ <key> private key - login
/.. Apple Persistent State Encryption application password  Today, 11:11 AM login
. BeaconStore application password  Today, 11:11 AM login
. com.apple.ids...eBcb2-AuthToken ~application password Today, 11:11 AM login
. com.apple.sc...okmarksagentxpc ~ application password Today, 11:17 AM login
s: build-of-u...entity-generation  application password Today, 11:11 AM login
s: container...ge-protection-key _ application password Today, 11:11 AM login
e s: dentity-r..y-pair-signature-v1 application password Today, 11:11 AM login
. ids: identity-rsa-private-key application password Today, 11:11 AM login
£ Passwards iMessage Encryption Key public key - login
Secure Notes iMessage Encryption Key private key login
[ My Certificates iMessage Signing Key public key login
P Keys 7 iMessage Signing Key private key - login
3 Certificates /.. MetadataKeychain application password  Today, 11:14 AM login
/.. Satari Session State Key application password ~ Today, 11:20 AM login

View Window Help

CGo Tue12:06 PM vdi-user Q

Select the Certificates category. Scroll down until the DoD Root CAs (2, 3, 4 & 5) are visible.

l ese - © a
‘ Keychains D
oD Root CA 2
@ login Cortfeate | poot certificate authority
g? Local Items - Expires: Wednesday, December 5, 2029 at 5:00:10 AM Hawaii-Aleutian Standard Time
4 System € This root certificate is not trusted
System Roots
Name Kind Expires
] UUU IV LA-4Y9 ceruncawe NOV £3, ZUZZ AL 3.808.10...
-] DOD ID CA-50 certificate Nov 23, 2022 at 3:48:47...
] DOD ID CA-51 certificate Nov 23, 2022 at 3:49:27...
~] DOD ID CA-52 certificate Nov 23, 2022 at 3:49:57...
-] DOD ID CA-59 certificate Apr 2, 2025 at 3:38:32 AM
-] DOD ID SW CA-35 certificate Sep 22, 2021 at 3:37:50...
-] DOD ID SW CA-36 certificate Sep 22, 2021 at 3:144:42...
~] DOD ID SW CA-37 certificate Sep 23, 2021 at 5:23:05...
-] DOD ID SW CA-38 certificate Sep 23, 2021 at 5:24:51...
Category -] DOD ID SW CA-45 certificate Mar 9, 2022 at 3:28:56 AM
,% All ltems -] DOD ID SW CA-46 certificate Mar 9, 2022 at 4:22:27 AM
/.. Passwords -] DOD ID SW CA-47 certificate Apr 13, 2022 at 3:12:43 AM
Secure Notes -] DOD ID SW CA-48 certificate Apr 13, 2022 at 3:119:49 A...
] My Certificates Do Hoct CA 2
® Keys @ DoD Root CA 3 certificate Dec 30, 2029 at
- 'L . — — @ DoD Root CA 4 certificate Jul 25, 2032 at 9:48:
| Certificates. | | 5@ pop Root ca s | certificate Jun 14, 2041 at 7:17:27 AM
] DOD'SWTA-5T certificate Nov 23, 2022 at 3:50:35...
-] DOD SW CA-54 certificate Nov 23, 2022 at 3:51:28...
-] DOD SW CA-55 certificate Nov 23, 2022 at 5:46:46...
-/ DOD SW CA-56 certificate Nov 23, 2022 at 5:48:22...
-] DOD SW CA-57 certificate Dec 12, 2022 at 4:39:49...
-] DOD SW CA-58 certificate Dec 12, 2022 at 4:40:52...
-] DOD SW CA-60 certificate Apr 2, 2025 at 3:34:49 AM

. login

Keychain
ogin

login
login
login
login
login
login
login
login
login
login

login
login

login

login
login
login
login
login
login
login

login

Trust DoD CA Certificates - OS

VDI Remote Access for macOS Catalina Installation Guide
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5. | Steps 25 — 28 must be repeated for each DoD Root CA that has a red X icon.
Right click on the certificate and select Get Info.

08 |® a h
| Keychains ‘
- n I7 DoD Root CA 2 |

@' login /e | Root certificate authority
st ;f Local Items - Expires: Wednesday, December 5, 2029 at 5:00:10 AM Hawaii-Aleutian Standard Time
:: t_l System 3 This root certificate is not trusted
tj System Roots
t |
s Name Kind Expires Keychain
] UUU IU LA=4Y ceruncawe INUV 23, ZUZZ aL 3-48:10...  10gin
-] DOD ID CA-50 certificate Nov 23, 2022 at 3:48:47... login
) DOD ID CA-51 certificate Nov 23, 2022 at 3:49:27... login
[ DOD ID CA-52 certificate Nov 23, 2022 at 3:49:57... login
] DOD ID CA-59 certificate Apr 2, 2025 at 3:38:32 AM login
-] DOD ID SW CA-35 certificate Sep 22, 2021 at 3:37:50... login
-] DOD ID SW CA-36 certificate Sep 22, 2021 at 3:44:42... login
[] DOD ID SW CA-37 certificate Sep 23, 2021 at 5:23:05...  login
-] DOD ID SW CA-38 certificate Sep 23, 2021 at 5:24:51...  login
Category -] DOD ID SW CA-45 certificate Mar 9, 2022 at 3:28:56 AM login
% All ltems ] DOD ID SW CA-46 certificate Mar 9, 2022 at 4:22:27 AM login
. Passwords [ DOD ID SW CA-47 certificate Apr 13, 2022 at 3:12:43 AM login
Secure Notes ) DOD ID SW CA-48 certificate Apr 13, 2022 at 3:19:49 A... login
B My Certificates | ) DoD Root CA New Certificate Preference... ertificate Dec 5, 2029 at 5:00:10 AM login |
?3 Keys (%) DoD Root CA ertificate Dec 30, 2029 at 8:46:41... login
2 4 - E@ DoDRootCA  Copy “DoD Root CA 2" lertificate Jul 25, 2032 at 9:48:23 A... login
ki GRrilieates @ DoDRootCA  Delete “DoD Root CA 2" lertificate Jun 14,2041 at 7:17:27 AM _login
-] DOD SW CA- ertificate Nov 23, 2022 at 3:50:35... login
-] pop sw cA-  Export “DoD Root CA 2".. ertificate Nov 23, 2022 at 3:51:28... login
_) DOD SW ChJ " NR " login
- popswca-  Evaluate “DoD'Root CA 2 lertificate Dec 12, 2022 at login
~) DOD SW CA-58 certificate Dec 12, 2022 at 4:40:52... login
-J DOD SW CA-60 certificate Apr 2, 2025 at 3:34:49 AM login

6. | Expand the certificate’s trust settings by clicking the small triangle next to Trust.

1 Rant rartificata autharitu

1900 @ DoD Root CA 2 i

g
€ Cortifieate

DoD Root CA 2
Root certificate authority
Expires: Wednesday, December 5, 2029 at 5:00:10 AM Hawaii-Aleutian }

Standard Time

© This root certificate is not t
1=
» | Trust ‘
¥ Details
Subject Name ‘
Country or Region US

]
Q

Organization U.S. Government ‘
Organizational Unit DoD
Organizational Unit PKI ‘

% Common Name DoD Root CA 2
ki \
i Issuer Name
B
Country or Region US
1 Organization U.S. Government
5
3

Organizational Unit DoD
Organizational Unit PKI
Common Name DoD Root CA 2

e v

Serial Number 5
Version

TE TN TS W T AR

Trust DoD CA Certificates - OS
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Use the dialog box for "When using this certificate” to select Always Trust.

i Kont cartticata autharnty

DoD Root CA 2 i

DoD Root CA 2

Root certificate authority

Expires: Wednesday, December 5, 2029 at 5:00:10 AM Hawaii-Aleutian
Standard Time

€ This root certificate is not trusted

Hi @ ®

€

€ Coortiffette
¥ Trust

When using this certificate v Use System Defaults l ?

;iﬁﬁﬁiii<¢----l
Secure Sockets Layer (SS! Never Truat

Extensible Authentication (EAP) no value specified

PRATEN - S5

TSR S

Ee—a

Co

el

Secure Mail (S/MIME) 1 novaiue specimea

IP Security (IPsec) no value specified
Code Signing  no value specified

Time Stamping no value specified

[olol o] o] o]k

X.509 Basic Policy = no value specified

¥ Details

Subject Name
untry or Region US
Organization U.S. Government

Organizational Unit _DoD

15

Secure Sockets Layer (SSL) Always Trust

Extensible Authentication (EAP) = Always Trust

K &

€ Cortificate
¥ Trust

{

g

|

| |

bl

1

1

3

e v,

Co

¥ Details

Close the certificate’s window by clicking the red button in the upper left corner.

i Hont cartiticata autharnitu
i !

DoD Root CA 2

Root certificate authority

Expires: Wednesday, December 5, 2029 at 5:00:10 AM Hawaii-Aleutian |
Standard Time {
@ This root certificate is not trusted

-~

When using this certificate: = Always Trust

Secure Mail (S/MIME) = Always Trust

IP Security (IPsec) Always Trust
Code Signing = Always Trust

Time Stamping  Always Trust

(ofojolofolol ol ol

X.509 Basic Policy Always Trust

Subject Name |
untry or Region US |
Organization U.S. Government

Organizational Unit _DoD

Trust DoD CA Certificates - OS
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9. | The following screen will appear. Enter password to confirm the trust change, and click Update
o LU L Dant cartificata autharitu
| P°P R??f 95 727 ii-Aleutian Stand:
| m— DoD Root CA 2
t "f',"&"//' Root certificate authority
- Expires: ngnesday, December 5, 2029 at 5:00:10 AM Hawaii-Aleutian Expires
Standard Time WOV Z3,
@ This root certificate is not trusted Nov 23,
v Trust =
)
When using this |
-~ You are making changes to your Certificate f
Secure Sockets ‘ Trust Settings.
Secure Mail‘ ' “i Enter your password to allow this.
Extensible A""“"“‘] User Name: | vdi-user
a IP Secu
t Password: I eeccscccee I
5 Tim
i P ———— |,
X.509 B Cancel Update Settings |
c —————
s ¥ Details & T -
" Jul 25, 2
[{ Subject Name
3 Jun 14, !
Country or Region US Nov 23
Organization U.S. Government & 23'
L Or_ganiza(ional Unit _DoD N:: 71.
10.

Confirm that the DoD Root CA is now marked as trusted.

eoe ® a l
Keychains i
DoD Root CA 2
& login ,'/"‘/'i"”' Root certificate authority
E é Local Items - ENpirees Wedneseey =Boeembe by 202 S=at B 8t 0=i=awaii-Aleutian Standard Time
g Ei System I OTt ertificate is marked as trusted for this account I —
| B e o st Y Aty
3 [T System Roots
f Kind Expires Keychain
UUU IU LA-4Y ceruncae NUV £3, ZUZZ AL 3.40.10... ogimn
DOD ID CA-50 certificate Nov 23, 2022 at 3:48:47... login
-] DOD ID CA-51 certificate Nov 23, 2022 at 3:49:27... login
-] DOD ID CA-52 certificate Nov 23, 2022 at 3:49:57... login
] DOD ID CA-59 certificate Apr 2, 2025 at 3:38:32 AM login
DOD ID SW CA-35 certificate Sep 22, 2021 at 3:37:50...  login
DOD ID SW CA-36 certificate Sep 22, 2021 at 3:44:42... login
DOD ID SW CA-37 certificate Sep 23, 2021 at 5:23:05...  login
| DOD ID SW CA-38 certificate Sep 23, 2021 at 5:24:51...  login
Category [] DOD ID SW CA-45 certificate Mar 9, 2022 at 3:28:56 AM login
,94 All Items ~] DOD ID SW CA-46 certificate Mar 9, 2022 at 4:22:27 AM login
/.. Passwords [5] DOD ID SW CA-47 certificate Apr 13, 2022 at 3:12:43 AM login
L] _DOD ID SW CA-48 certificate Apr 13, 2022 at 3:19:49 A... login
W DoD Root CA 2 certificate
ﬁ’? Keys DoD Root CA 3 k certificate Dec 30, 2029 at 8:46:41... login
: -~ @ DoD Root CA 4 certificate Jul 25, 2032 at 9:48:23 A... login
K Certificates E@ DoD Root CA 5 certificate Jun 14, 2041 at 7:17:27 AM _login
=] DOD SW CA-53 certificate Nov 23, 2022 at 3:50:35... login
=] DOD SW CA-54 certificate Nov 23, 2022 at 3:51:28... login
[5.] DOD SW CA-55 certificate Nov 23, 2022 at 5:46:46... login
[=] DOD SW CA-56 certificate Nov 23, 2022 at 5:48:22... login
[5] DOD SW CA-57 certificate Dec 12, 2022 at 4:39:49... login
[5] DOD SW CA-58 certificate Dec 12, 2022 at 4:40:52... login
[5] DOD SW CA-60 certificate Apr 2, 20265 at 3:34:49 AM login

*** Repeat Steps 25 — 30 for DoD

Root CA 3, 4 and 5 ***
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Trust DoD CA Certificates - OS

11. | Verify that all four DoD Root CAs are explicitly trusted, with light blue circle icon with the white +.

eoe ® Q |
Keychains = [
DoD Root CA 5
& login ("'/'ﬁ”'/' Root certificate authority |
[,; Local Items Expires: Friday, June 14, 2041 at 7:17:27 AM Hawaii-Aleutian Standard Time
Li System OTh ficate is marked as trusted for this account
IC] System Roots
Name Kind Expires Keychain
J UUU IU LA-&Y9 ceruncae NUV £3, ZUZZ AL 3. 80 10... ogm
J DOD ID CA-50 certificate Nov 23, 2022 at 3:48:47... login
- DOD ID CA-51 certificate Nov 23, 2022 at 3:49:27... login
J DOD ID CA-52 certificate Nov 23, 2022 at 3:49:57... login
- DOD ID CA-59 certificate Apr 2, 2025 at 3:38:32 AM login
] DOD ID SW CA-35 certificate Sep 22, 2021 at 3:37:50... login
| DOD ID SW CA-36 certificate Sep 22, 2021 at 3:44:42... login
-] DOD ID SW CA-37 certificate Sep 23, 2021 at 5:23:05...  login
-] DOD ID SW CA-38 certificate Sep 23, 2021 at 5:24:51...  login
Category -] DOD ID SW CA-45 certificate Mar 9, 2022 at 3:28:56 AM login
,5}. All Items | DOD ID SW CA-46 certificate Mar 9, 2022 at 4:22:27 AM login
/.. Passwords | DOD ID SW CA-47 certificate Apr 13, 2022 at 3:12:43 AM login
Secure Notes __lDOD ID SW CA-48 certificate Apr 13, 2022 at 3:19:49 A... login
EJ] My Certificates I ;_DIDOD Root CA 2 certificate Dec 5, 2029 at 5:00:10 AM login
‘E“ | :{>|D°D Root CA 3 certificate Dec 30, 2029 at 8:46:41... login
o 55y DoD Root CA 4 certificate Jul 25, 2032 at 9:48:23 A... login
= Certificates DoD Root CA 5 N certificate Jun 14, 2041 at 7:17:27 AM
| DOD SW CA-53 certificate Nov 23, 2022 at 3:50:35... login
-/ DOD SW CA-54 certificate Nov 23, 2022 at 3:51:28...  login
| DOD SW CA-55 certificate Nov 23, 2022 at 5:46:46... login
-/ DOD SW CA-56 certificate Nov 23, 2022 at 5:48:22... login
;| DOD SW CA-57 certificate Dec 12, 2022 at 4:39:49... login
| DOD SW CA-58 certificate Dec 12, 2022 at 4:40:52... login
] DOD SW CA-60 certificate Apr 2, 2025 at 3:34:49 AM login

The procedure to Install DoD CA Certificates - OS is completed. Proceed to Chapter 5: Install VDI VMware
Horizon Client.

Chapter 5: Install VDI VMware Horizon Client

Use the following procedure to update the VMware Horizon Client.

Install VDI VMware Horizon Client
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Install VDI VMware Horizon Client

1. Access the recently downloaded files and click the VMware-Horizon client installer.

Terminal Shell Edit View Window Help OB Tue3:34PM vdi-user Q

Ope n Finder
noass-cermrcales,pkcslvﬁr dod.zip

2 — n
- e
VMware-Horizon-Client-5.3.0-15226262.dmg B
—
Certificates_PKCS7.v5.6 DoD -

Leoale -

VMware-Horizon-Client-5.3.0-15225262.dmg

English ’
IMPORTANT - Read this VMWARE END USER LICENSE AGREEMENT |

License Agreement carefully | p, gxsg NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT SHALL GOVERN YOUR |
before clicking on the "Agree” | ysg OF THE SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
button. By clicking on the INSTALLATION OF THE SOFTWARE.

‘Agree” button, youagree to | ,oryy geAp CAREFULLY: 5Y DOWNLOADING, INSTALLING, OR USING THE SOFTWARE, YOU
be bound by the terms of the | 7.¢ NDIVIDUAL OR LEGAL ENTITY) AGREE TO BE BOUND BY THE TERMS OF THIS END USER
License Agreement. LICENSE AGREEMENT ('EULK). IF YOU DO NOT AGREE TO THE TERMS OF THIS EULA, YOU MUST

NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND YOU MUST DELETE OR RETURN THE
UNUSED SOFTWARE TO THE VENDOR FROM WHICH YOU ACQUIRED IT WITHIN THIRTY (30) DAYS
AND REQUEST A REFLIND OF THE LICENSE FEE, IF ANY, THAT YOU PAID FOR THE SOFTWARE.

EVALUATION LICENSE. If You are fcansing the Software for evaluation purposes, Your use of the Software is
nly permitted in a non-production enviranmant and for the period fmited by the License Key. Notwithstanding
any other provision in this EULA, an Evaluation License of the Software is provided "AS-IS™ without
indemnification, support or warranty of any kind, expressad or imped.

1. DEFINITIONS.

1.4, "Affllate” means, with respect 1o a party at a given fime, an entity that then is directly or indirectly
controlled by, is undr comman control with, or cantrols that party, and hera "contral” maans an
wnership, voting o similar interest represanting fity parcent (50%) or mor of the total interests then
outstanding of that entity.

12, 'Documentation” means that documentation that is genarally provided to You by Viware with the
Software, as revised by VMware from fime to time, and which may include end user manuals, aperation
instrucsions, installation guides, releasa notes, and onine help fies reqarding the us af the Software.

1.3.  “Guest Operating Systems" means instances of third-party operating systems licensed by You,

Print Save... Disagree |_Agree N

Install VDI VMware Horizon Client
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The following screen will appear. Drag the VMware icon to the Applications folder.
®0e £\ vMware Horizon Client

VMware Horizon Client

i— ______ 1
f |
| - |
[y - 2

I 4 0\_
I I o=\
: S I o
I VMware Horizon Client I Applications
e S Syl |

WEBLOC

Learn More.webloc
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10. | After the installer is finished, close it by clicking the red button in the upper left corner.

2 ccr Cho
VMware Horizon Client
-
N %
& A
Applications
WEBLOC
Learn More.webloc
= d

Install VDI VMware Horizon Client

11. | Unmount the installer by right clicking on the green disk icon and selecting Eject “VMware
Horizon Client”.

& Finder File Edit View Go Window Help CE1 Tue3:35PM vdi-user Q i=

Get Info

Duplicate

Make Alias

Quick Look “VMware Horizon Client”
Quick Actions

Copy “VMware Horizon Client”
import from iPhone or iPad

Use Stacks
Sort By

§  Clean Up Selection
Show View Options

Folder Actions Setup...
New Terminal Tab at Folder
New Terminal at Folder

VDI Remote Access for macOS Catalina Installation Guide
25



The process for Installing the VDI VMware Horizon Client is complete. Proceed to Chapter 6:
Connecting to VDI.

Chapter 6: Connecting to VDI

Use the following procedure to initially access VDI with the VMware Horizon Client. Several
steps will only need to be performed the first time the program is run.

Step Connecting to VDI

1. | Plug your smart card reader into the computer.

2. | Insert your CAC into the reader.
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3. | Start VMWare Horizon by clicking the Launchpad icon.

@ Finder File Edit View Go Window Help CE Tue3:35PM vdi-user Q

Launchpad

Connecting to VDI
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4. | If needed to locate the client, select the search bar at the top, and type in “VMware”. Click the
VMWare Horizon Client icon.
Find My Photo Booth Phoos
= Y
Aa g i ] f\
5. | The following window will appear. Click Open.
“VMware Horizon Client” is an app downloaded from
the Internet. Are you sure you want to open it?
my.vmware.com —
? Cancel Show Web Page m
6. | The following window will appear. Most users do not need USB redirection, and should click

Cancel. This setting can be changed later, if necessary.

Start remote USB and Printing services

To start remote USB and Printing services an Admin
password will be required. Please input your

password when prtimqg_ —

L

Connecting to VDI
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When the PIN dialog appears, enter it and click Continue.
@ Login ‘

T2 VMware Horizon
Enter your PIN
[ & hips:ivdi-west.uscg.mil

The following window will appear. Click OK.
x

n Unable to access Accessibility
L
-

For optimal performance of your keyboard and mouse
inside your remote desktop and applications, give
VMware Horizon Client access to your system’s
accessibility features.If you do not give this access
now, you can go to the Security & Privacy System

Preferences later.
[————
Not now oK |—

The following window will appear. Click Open System Preferences.

7~ “VMware Horizon Client” would like to control this
using ibility features.

I ‘ﬁ) Grant access to this application in Security & Privacy

preferences, located in System Preferences.

9 I Open System Preferenceﬁ |

—— ————— — —
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10. | The following window will appear. Click the small lock in the lower left corner.
I [ ] < it Security & Privacy [Ql ]
General  FileVault  Firewall BZEiEY
=4 Location Services Allow the apps below to control your computer.
‘ Contacts
&
@ Calendars
[t Reminders
ﬁ Photos
Camera
Microphone
Speech Recognition
Accessibility
=T
LDI Click the lock to make changes. —
— g )
11. | The following window will appear. Type in password and click Unlock.

Security & Privacy Q
~ System Preferences is trying to unlock Security & |
Privacy preferences.

Enter your password to allow this.

User Name: | vdi-user
‘ Cont
Password: .ooo.oooooool
7\ Calel === _I
- coce | ) (—
\"-, ". Reminuers W k
- Y

1
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12. | Enable the requested accessibility permissions by checking the box next to VMware Horizon
Client.
[ ® < Security & Privacy Q ]
General  FileVault  Firewall
Location Services Allow the apps below to control your computer.
‘ Contacts
- AEServer
17| Calendars 1= 1
I‘ . VMware Horizon Client —
o o L=
1* | Reminders
% Photos
n Camera
+ —
m Microphone U
Speech Recognition
Accessibility
[ o)
E' Click the lock to prevent further changes. Advanced... ?
13. | Close the Security & Privacy window by clicking the small red icon in the upper left corner.
L4t — s pivecs a
General  FileVault  Firewall
=4l Location Services Allow the apps below to control your computer.
‘ Contacts
- AEServer
17| Calendars =
. VMware Horizon Client
‘-‘:‘. | Reminders
% Photos
n Camera
+ p—
m Microphone
M Speech Recognition
Accessibility
La)
E Click the lock to prevent further changes. Advanced... ?
14. | In VMware Horizon click New Server

VDI Remote Access for macOS Catalina Installation Guide
31




The following window will appear. Enter the appropriate Connection Server in the field, using the

designated primary listed below:
For HQ, D01, D05, D07, D08, and D09, the primary server is VDI-OSC.uscg.mil or

VDIEast.uscg.mil.
« For D11, D13, D14, and D17, the primary server is VDI-West.uscg.mil.

Un-check (deselect) Always connect at launch. Click Connect.
5

15.

+ | W’ﬁ\i Unable to access Accessibility

[ VMware Horizon Client

New Server =
== VMware Horizon

s

pEnter the name of the Gonnection SEIVer, — — e e e m ~
I[ici-westusco.mi | (e

16. | When the certificate selection window appears, select your PIV certificate, and click Continue.
‘ [ ] Login
=~ VMware Horizon

Select a certificate to log in.
, hitpsiivdi-west.uscg.mil

VR2: Wﬂww:wmzpﬁKGACBDB39A407CFDEE4ZAA [
Issuer: DOD ID CA-
v T FOT. T T2 mmmﬂY

Il To: Oct 11 23:59:59 2021 GMT

Type: com.apple.pivtoken:DD3EOC7135164C3DB39A407CFDEB42AA
Issuer: DOD EMAIL CA-

Valld From: Oct 12 00:00:00 2018 GMT

To: Oct 11 23:69:59 2021 GMT

More Cancel I
m@, _
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Connecting to VDI

17.| When the certificate selection window appears, select your PIV certificate.

18. A list of VDI desktop pools will appear.

Double-click the Remote Access pool to launch your Windows VDI session. These pools may
have a Windows 10.X naming convention attached.

VMware Horizon Client

)

ny vdi-east.uscg.mil

Remote Access

|3)1:| The procedure to Connect to VDI is complete.
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Appendix A: Troubleshooting
Here are a few common errors and the most likely resolution.
User not recognized

This is most likely due to selecting the wrong certificate. When you choose the
certificate to sign in with, select the “PIV” certificate.

User not entitled to resources

This means your user account is not set up to access VDI. Contact CSD support to
request access.

Desktop resource not available (after selecting the pool to launch)

Either there are no desktops available to log in to, or your specific desktop is rebooting
or is not responding. Wait 2 to 3 minutes and try again. If available, try a different
desktop pool. If this issue persists for more than 10 minutes, please contact support.

VMware Horizon does not detect smart card (requests “Insert a smart card to log in.”)

Occasionally, the CryptoTokenKit driver within macOS detects the smart card removal,
but not the re-insertion. Close VMware Horizon, and unplug smart card reader. Then
insert smart card into reader, then re-connect smart card reader to computer. Wait 30
seconds for macOS to detect both items, and restart VMware Horizon.

Appendix B: Update SCR-3500 Driver

Use the following simplified procedures to update the drivers used by macOS for the
SCR3100A card reader.

Enable Browser CAC Access - Firefox

Using Safari, open the following link: http://files.identiv.com/products/smart-
cardreaders/common-drivers/uTrust_MAC_Driver.zip
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The download warning screen likely appears (unless you have already granted download
permissions). Click Allow.

3. | Open the extracted directory by clicking the Download icon on the Dock. The
uncompressed folder should be visible. Click on the folder icon.

4. | Double click the file scmccid_5_0_38_release_signed.pkg.

> 1A warning message regarding the inability of Apple checking it for malicious software.
Click OK.

6. | Grant permission for the file to be opened by clicking Open.

7. | The installer window appears. Click Continue.

8. | The ReadMe is displayed. Review, if desired, then Click Continue.

9. | The Software License Agreement is displayed. Review, then click Continue.

10. | Another software license window appears. Click Agree.

11. | The Installation confirmation window appears. Click Install.

12. You will be prompted for authorization. Type in your password and click Install
Software.

13. | The Installation Summary window is displayed. Click Close.

14. | The Installer will attempt to clean-up (delete) the downloaded files. Click OK.

15. | Another confirmation window will appear. Click Move to Trash.

The procedure Update SCR-3500 Driver is complete.

VDI Remote Access for macOS Catalina Installation Guide
35




End of Document
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